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Health Center Risk Areas:  Introductory Guidance 
 

 

Background 

 

Health center policies and procedures should broadly encompass all aspects of the health center’s 

activities that are potentially subject to liability in some form or fashion. As the breadth of 

Volume II will make clear, health centers face many types of risk, including but not limited to: 

 

 Regulatory compliance and legal liability: 
o Section 330 of the Public Health Service Act and its implementing regulations;  

o Federal grant-related legal requirements;  

o Submission of false claims to Medicare, Medicaid and other third party payors;  

o Prohibited arrangements with other health care providers (e.g., kickbacks);  

o Breach of contract; and,  

o Corporate and tax-exempt organization laws (e.g., breach of fiduciary duties and 

private inurement).  

 

 Financial risks: 
o Health center solvency;  

o Grants management issues, such as maintenance of appropriate documentation of 

cost reasonableness; allocability and allowability; sound procurement practices; 

appropriate fiscal management standards and cash drawdown policies;  

o Officer and employee bonding; and,  

o Reserves and investments.  

 

 Clinical risks:  
o Medical staff licensing and scope of practice;  

o Credentialing and privileging;  

o Medical malpractice;  

o Patient safety;  

o Informed consent;  

o Medication administration; and,  

o Clinical research.  

 

 Operational risk:  
o Loss or damage to property, buildings, equipment, vehicles, and other physical 

assets of the health center;  

o Theft or dishonesty; and 

o Medical records and information management.  

 

Although a health center cannot avoid all risks without compromising its mission, a health 

center’s Compliance Program can and should take steps to address risks to the health center 
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using the most appropriate approach to manage potential and identified risks (e.g., risk reduction, 

elimination or sharing of risk). The process of addressing risk areas is called risk management. 

 

Advice and Recommendations
1
 

 

Each health center should conduct risk management activities that fit the health center’s 

particular needs, based on individualized assessments of its various operational and functional 

areas. The Authors recommend taking a structural approach to conducting risk management 

activities. 

 

Step 1 – Risk Assessment 
 

The Department of Health and Human Services, Office of Inspector General (“OIG”) strongly 

recommends conducting an initial risk assessment.
2
 A risk assessment assists a health center in 

identifying the areas of its operation that currently pose a high risk to the health center. As health 

centers identify areas of operations that might cause a loss, health centers should view loss not 

only in liability and financial terms but also in broad terms encompassing patient welfare, 

employee safety and productivity, and community reputation. 

 

The Authors recommend that all health centers strive to conduct a comprehensive risk 

assessment during the initial implementation of their Compliance Programs followed by 

subsequent comprehensive risk assessments every two to three years. Certain high risk areas 

should be assessed more frequently. For example, the OIG recommends that an audit of claims 

submission should be conducted as one part of a comprehensive risk assessment on an annual 

basis.
3
 The frequency with which a health center conducts a risk assessment will vary based on 

the resources available, including the amount of support that staff contributes to the process. 

 

As part of the risk assessments, a health center should consider: 

 

 Historical assessment of past activities that have exposed the health center to loss 

(i.e., insurance claims; incident / occurrence reports).  

 Current activities that may lead to loss.  

 Common risks that are not readily apparent (i.e., claims of negligent supervision or 

improper selection of staff and volunteers; theft or destruction of materials worth 

more to the health center than their insurable value; violation of regulations governing 

                                                 
1
  The Authors of these materials include attorneys at the law firm of Feldesman Tucker Leifer Fidell LLP. The 

advice and recommendations consist of general guidance based on federal law and regulations and do not 

necessarily apply to all health centers under all facts and circumstances. Further, these materials do not replace, and 

are not a substitute for, legal advice from qualified legal counsel. 
2
  Compliance Program Guidance for Individual and Small Group Physician Practices, 65 Fed. Reg. 59434, 59438 

(Oct. 5, 2000) (“Physician Practice Guidance”). 
3
  Id. at 59437. 

https://learning.ftlf.com/sites/learning.ftlf.com/files/Compliance%20Program%20Guidance%20for%20Individual%20and%20Small%20Group%20Physician%20Practices%2C_0.pdf
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service provision; claims of waste of assets; violation of reporting standards or self-

dealing; environmental damage).  

 

A risk assessment should be directed by a “risk manager” who has the full support of senior 

management and staff. In many health centers, the role of the risk manager is undertaken by the 

Compliance Officer. There are three elements to completing a risk assessment, each of which is 

discussed in greater detail below: 

 

1. Determining the scope of the risk assessment;  

2. Identifying the risks to the health center; and,  

3. Prioritizing the risks. 

 

Determining the Scope of the Risk Assessment 

 

In this first step, a health center should determine the scope of the risk assessment by identifying 

the types of risk that it wants to evaluate during the risk assessment. As noted above, risks may 

be broken down into the following categories: 

 

 Regulatory compliance and legal liability;  

 Financial;  

 Clinical; and  

 Operational.  

 

Assessing all of the above categories of risk facing a health center in a single risk assessment 

may overwhelm other administrative responsibilities. To ease this burden, the Compliance 

Officer might consider focusing on only one or two categories of risk at a time, e.g., legal 

liability and regulatory compliance. In that case, the Authors recommend a broad assessment 

within each risk category. For example, if a health center conducts a compliance risk assessment, 

the Authors recommend performing a comprehensive “baseline” assessment of the health 

center’s current level of compliance in all departments or functional areas. 

 

The Compliance Officer should be certain to address the other categories at some future point. 

Focusing on a single risk category to the exclusion of assessing other types of risk could neglect 

other potential high risk areas. Over time, conducting a comprehensive risk assessment that 

addresses all of the risk categories will provide the greatest benefit to the health center. 
 

 Conducting a risk assessment: Checklist 
 

After determining which category (or categories) of risk the health center wants to assess, the 

Compliance Officer should consult various external sources to learn about what risks commonly 

affect health centers. These sources will help keep the Compliance Officer informed of the key 

risks. For example, for legal and regulatory risks, sources to consult might include: 

 

https://www.healthcentercompliance.com/subscriber/nachc-toolkit/volume-2/139
https://learning.ftlf.com/sites/learning.ftlf.com/files/Conducting-a-risk-assessment-Checklist_0.pdf
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 Government and regulatory guidance, especially OIG industry guidance.  

 Fiscal intermediary bulletins or local coverage determination policies, including local 

Medicare contractors’ notices or policies on handling of claims.  

 Professional or industry newsletters or notices, such as the items available on 

www.HealthCenterCompliance.com and www.NACHC.com.  

 Medicare conditions for coverage.  

 
Identifying the Risks to the Health Center 

 
Once the Compliance Officer has determined the categories of risk to assess and is familiar with 

the most common types of risks within those categories, the Compliance Officer can begin to 

identify the areas of operation that currently pose a high risk to the health center. Although the 

Compliance Officer coordinates the risk assessment, it is essential that he or she receives support 

and assistance from staff throughout the health center. Staff should make themselves available to 

the Compliance Officer for interviews and to provide requested documents. 

 
As an initial step, the Compliance Officer should review internal documents to get a better sense 

of possible health center risks. Documents to review should include previous external audit and 

consulting reports. The Compliance Officer can look at audit reports (governmental or 

independent), external reviews (e.g., Joint Commission, HRSA Operational Site Visit reports) or 

internal compliance or grievance reviews to determine what risks were identified in the past, and 

whether changes were subsequently made to respond to any concerns raised in the audit. 

Problem areas that still have not been addressed may require extra attention. 

 
To identify risks, the Compliance Officer should also interview individuals who manage or work 

in key functional areas of the health center. Following the interviews, the Compliance Officer 

should determine whether the health center’s policies and procedures are consistent with what 

was heard in the interviews.  For example, are there any important policies that are not being 

followed or are there any significant procedures that the Compliance Officer heard of that are not 

documented? 

 

 Conducting a risk assessment: Additional questions 

 

Prioritizing the Risks 

 
The final element in a risk assessment is to prioritize among the many risks facing the health 

center. By ranking the risks, a health center can determine which ones pose the greatest threat to 

the health center and therefore merit attention. Knowing which risks have the greatest chance of 

adversely affecting the health center will also help Compliance Officers strategically allocate 

resources to address the most important risks. 

 

https://www.healthcentercompliance.com/subscriber/nachc-toolkit/volume-2/138
https://learning.ftlf.com/sites/learning.ftlf.com/files/Conducting-a-risk-assessment-Additional-questions_0.pdf
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There are two main ways to prioritize the risks to a health center: Quantitative and Qualitative. 

While both are discussed here, the Authors suggest that the qualitative method is probably best 

suited to the needs of most health centers. 

 
The Quantitative Method assigns each risk a numeric value based on the following calculation: 

Risk (R) = Loss value (L) × Probability(P) 

 
Under this method, the higher the value that R receives, the greater the threat of the risk. The 

quantitative model can be quite effective in certain settings where an organization is attempting 

to develop highly accurate and specific models. The Authors do not encourage use of the 

quantitative model because it can be very time consuming and labor intensive, and requires the 

use of sophisticated statistical software. Further, if a health center has limited resources, it can be 

very difficult to determine with much accuracy the variables of probability and loss value. 
 
Most health centers will find the Qualitative Method a more useful method for prioritizing 

risks. It is easier to implement, requires fewer resources, and allows for more input from staff. 

There are two factors for risk prioritization under the qualitative method: (1) the likelihood of the 

risk occurring; and (2) the severity of the risk. 

 
In determining the likelihood of the risk, a health center should determine, based on notes from 

the document reviews and interviews with health center personnel, the likelihood that the health 

center will incur the risk.3
 The likelihood of incurring the risk should be categorized as remote, 

possible, or probable. 

 

Next, in determining severity of the risk, a health center should consider the impact that the risk 

would have on the health center if the risk was incurred. Would the health center lose $1,000, 

$10,000, or $1 million? Would it threaten the health center’s licensure (as applicable) or cause 

the federal government to withhold funding? Is jail time a possibility for key members of 

management? The Compliance Officer should categorize the severity as moderate, serious, or 

severe. 

 
Once a health center has determined the likelihood of occurrence and the severity of each risk, it 

can use the information to conduct a risk profile. The Compliance Officer should chart each risk 

                                                 
3  

Just as with compliance issues, health centers should establish a protocol for the documentation of risk 

management issues. Such protocol should explain the sensitive nature of the contents of such documentation 

and that such contents may not be protected by any privileges—such as the attorney- client privilege—that 

would protect them from disclosure to other parties, such as government enforcement agencies or civil litigants. 

The protocol also should set forth general guidelines for the types of information that should or should not be 

included in risk management records. For example, when preparing documents related to a risk assessment, a 

Compliance Officer should avoid listing past instances of activity that might constitute an admission of liability 

for the health center. Instead, the Compliance Officer should describe the exposure as a potential or possible 

event. For example, rather than stating “clinicians often discuss protected health information (“PHI”) in a public 

setting,” state “inappropriate disclosure of PHI is a potential risk.” 
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on the graph below to determine if the risk should be categorized as Low, Medium, High, or 

Critical. Those risks identified as high and critical should command the most immediate attention 

from the health center. 
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Step 2 – Risk Control 

 
Having used a risk assessment to identify top risks, a health center should next select appropriate 

strategies for controlling or avoiding those risks. There is a broad range of potential strategies 

that health centers can use to address risk. These include: 
 

 Risk avoidance. The health center eliminates the source of a risk by discontinuing a 

certain practice or service. Risks deemed too hazardous for the health center to 

assume will be eliminated or contracted out and other options that do not involve 

retaining the risk will be explored. For example, a health center might discontinue 

evening hours of operations because of the security risks associated with operating 

late at night.  

 Loss control or risk reduction. The health center minimizes the potential for risk 

through a reduction in the frequency of exposure to risk or in the severity of the risk. 

For example, a health center might develop a program of equipment inspection, 

testing, and maintenance to reduce the risk associated with equipment failure.  

 Separation. The health center reduces losses of irreplaceable items by making copies 

and appropriately storing items. For example, a health center might store copies of 

important records off-site to prevent the risk of loss in the event of a fire or natural 

disaster.  

 Retention. The health center makes an informed decision to retain certain risks based 

on little opportunity for downside or a downside that is acceptable. For example, 
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while a health center might obtain liability insurance for injuries caused by an old van 

it uses to run errands and transport volunteers, it may forego collision insurance, 

retaining the risk of collision loss and accepting the potential loss of a $500 van.  

 Transfer of risk. The health center transfers certain risks to another party by 

purchasing insurance to cover losses4 or by contracting with another organization to 

perform the activity creating the risk. For example, a health center might contract 

with a pharmacy to provide pharmacy services (still benefiting from access to 

discounted drugs under the 340B Drug Discount Program) in order to avoid liability 

for losses resulting from theft, negligence, and diversion.  

 Risk financing. The health center plans in advance how to pay for losses. For 

example, a health center might establish a contingency reserve or line of credit to 

draw funds from in the event of liability.  

 
Health centers are not limited to choosing only one of the above methods to address risk, but 

may choose several of these methods simultaneously. For example, in addressing employment 

related risks, a health center may seek to reduce its risk through training to its human resources 

staff and managers. In addition, a health center may also transfer risk by purchasing appropriate 

insurance coverage, e.g., “Employment Practices Liability Insurance,” which covers a wide 

range of employment practices (e.g., decisions concerning hiring, firing and supervising 

employees),
5
 in addition to “common” forms of insurance (e.g., directors and officers insurance;

6
 

general and professional liability).7 

 
A health center should incorporate these risk reduction methods into its risk management 

activities, assessing the effectiveness of the selected strategies in addressing risks, as well as 

monitoring changes in legal standards and factual circumstances. However, if losses occur, a 

health center should re-evaluate whether the most reasonable approach has been utilized and 

modify those approaches if prudent to do so. 

                                                 
4 
 In general, when obtaining insurance policies, a health center should consult with a qualified professional who 

knows the organization’s operations and reviews the policies before the health center commits to such policies. 

Further, a health center should ensure that all policies are sufficiently broad to cover the entire organization and 

all (or most) potential claims and wrongful acts. 
5 
 Employment-related claims account for many, if not the majority of, legal actions brought against nonprofit 

organizations, including health centers and their Boards and senior management. Because employment-related 

actions are considered intentional acts, often they are not covered by general liability and directors and officers 

insurance. Health centers should carefully review their current policies to ensure that there are no significant 

“gaps” in coverage and if there are, rectify the situation as soon as possible. 
6 
 In addition to purchasing directors and officers insurance, a health center might indemnify its directors and 

officers in the event of liability. The scope of indemnification (which, in turn affects the health center’s ability 

to indemnify its officers and directors) varies by state. Typically, state non-profit corporation statutes provide 

for mandatory indemnification in the event that a director is wholly successful in the defense of any proceeding 

to which he or she is named by virtue of his or her directorship. Many state laws also allow discretionary 

indemnification by organizations assuming certain conditions are met (e.g., the director acted reasonably and in 

good faith). In such cases, the decision of whether to provide such indemnification rests with the Board of 

Directors. Having insurance adequate to support indemnification obligations is critical. 
7
   Health centers should be aware that indemnification is not be covered by the FTCA. 




